
BUREAU OF INDIAN STANDARDS

Program of Work

MSD 17 : Risk Management, Security and Resilience

Scope:  a) Standardization in the field of Risk Management, Security to enhance the safety and
resilience of society. Excluded: Sector specific security projects developed in other relevant
ISO committees b) Coordination with: i) ISO/TC 262 Risk Management; and ii) ISO/TC 292
Security & Resilience  

Liaison: ISO TC-262 (P): Risk management ISO TC-292 (P): Security and resilience ISO
TC-262 (P): Risk management ISO TC-292 (P): Security and resilience 

Published Standards

S.No IS No. TITLE Reaffirm M-Y No. of Amds Eqv.
1 IS/ISO 18788:2015

ISO 18788 : 2015
 ISO 18788 : 2015

Management System for Private
Security Operations -

Requirements with Guidance for
Use

August, 2025 1 Identical under single
numbering

2 IS 18862:2024
ISO 22361: 2022
 ISO 22361: 2022

Security and resilience Crisis
management Guidelines

- Identical under dual
numbering

3 IS 18922:2024
ISO/TR 22351: 2015

 ISO/TR 22351:
2015

Societal security Emergency
management Message structure for

exchange of information

- Identical under dual
numbering

4 IS 19063:2024
ISO 22324:2022
 ISO 22324:2022

Security and Resilience ï¿½
Emergency Management ï¿½

Guidelines for Colour Coded Alert

- Identical under dual
numbering

5 IS 19073:2024
ISO 22336: 2024
 ISO 22336: 2024

Security and Resilience ï¿½
Organizational Resilience ï¿½

Guidelines for Resilience Policy
and Strategy

- Identical under dual
numbering

6 IS 19079:2024
ISO 22359:2024
 ISO 22359:2024

Security and Resilience ï¿½
Guidelines for Hardened Protective

Shelters

- Identical under dual
numbering

7 IS 19080:2024
ISO 31031: 2024
 ISO 31031: 2024

Managing Risk for Youth and
School Trips

- Identical under dual
numbering

8 IS 19081:2024
ISO 22325:2016
 ISO 22325:2016

Security and Resilience ï¿½
Emergency Management ï¿½

Guidelines for Capability
Assessment

- Identical under dual
numbering

9 IS 19082:2024
ISO 22326:2018
 ISO 22326:2018

Security and Resilience ï¿½
Emergency Management ï¿½

Guidelines for Monitoring
Facilities with Identified Hazards

- Identical under dual
numbering

10 IS 19144:2025
ISO 22340: 2024

Security and Resilience ï¿½
Protective Security ï¿½ Guidelines

- Identical under dual
numbering
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 ISO 22340: 2024 for an Enterprise Protective
Security Architecture and

Framework
11 IS 19676:2026 Security and Resilience –

Authenticity, Integrity and Trust
for Products and Documents —

Guidelines for Interoperable
Object Identification and Related
Authentication Systems to Deter
Counterfeiting and Illicit Trade

-

12 IS 19677:2026 Security and Resilience —
Guidelines for Complexity

Assessment Process

-

13 IS 19678:2026 Security and Resilience –
Authenticity, Integrity and Trust
for Products and Documents —
Validation Procedures for the

Application of Artefact Metrics

-

14 IS 19679:2026 Security and Resilience –
Authenticity, Integrity and Trust
for Products and Documents —

Guidelines for the Content,
Security, Issuance and Examination

of Excise Tax Stamps

-

15 IS 19680:2026 Security and Resilience –
Authenticity, Integrity and Trust
for Products and Documents —
General Principles for Product

Fraud Risk and Countermeasures

-

16 IS 19797:2026 Security and resilience —
Authenticity, integrity and trust for

products and documents —
Guidelines for securing physical

documents

-

17 IS/ISO
22300-2:2021
22300:2021

 ISO 22300:2021

Security and Resilience -
Vocabulary

- Identical under single
numbering

18 IS/ISO 22301:2019
ISO 22301 : 2019

 IS/ ISO 22301: 2019

Security and Resilience —
Business Continuity Management
Systems — Requirements ( First

Revision )

August, 2025 1 Identical under single
numbering

19 IS/ISO 22313:2020
ISO 22313:2020
 ISO 22313:2020

Security and resilience Business
continuity management systems

Guidance on the use of ISO 22301

December, 2024 - Identical under single
numbering

20 IS/ISO 22315:2014
ISO 22315 : 2014
 ISO 22315 : 2014

Societal Security Mass Evacuation
Guidelines for planning

March, 2024 - Identical under single
numbering

21 IS/ISO 22316:2017
ISO 22316 : 2017
 ISO 22316: 2017

Security and Resilience â€”
Organizational Resilience â€”

Principles and Attributes

April, 2020 - Identical under single
numbering

22 IS/ISO/TS
22317:2021
22317:2021
 22317:2021

Security and Resilience Business
continuity management systems
Guidelines for business impact

analysis First Revision

- Identical under single
numbering

23 IS/ISO/TS
22318:2021

ISO/TS 22318: 2021
 22318:2021

Security and resilience - Business
continuity management systems -

Guidelines for supply chain
continuity management First

- Identical under single
numbering
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Revision
24 IS/ISO 22319:2017

ISO 22319: 2017
 ISO 22319: 2017

Security and Resilience ï¿½
Community resilience ï¿½
Guidelines for planning the
involvement of spontaneous

volunteers

March, 2024 - Identical under single
numbering

25 IS/ISO 22320:2018
ISO 22320 : 2018
 ISO 22320: 2018

Security and Resilience â€”
Emergency Management â€”

Guidelines for Incident
Management

August, 2025 - Identical under single
numbering

26 IS/ISO 22322:2015
ISO 22322: 2015
 ISO 22322: 2015

Societal Security ï¿½ Emergency
Management ï¿½ Guidelines for

public warning

- Identical under single
numbering

27 IS/ISO 22327:2018
ISO 22327: 2018
 ISO 22327: 2018

Security and resilience Emergency
management Guidelines for

implementation of a community-
based landslide early warning

system

- Identical under single
numbering

28 IS/ISO
22328-1:2020

ISO 22328-1: 2020
 ISO 22328-1: 2020

Security and Resilience Emergency
management Part 1: General

guidelines for the implementation
of community based disaster early

warning system

December, 2024 - Identical under single
numbering

29 IS/ISO 22329:2021
ISO 22329: 2021
 ISO 22329: 2021

Security and Resilience Emergency
management Guidelines for the use

of social media in emergencies

- Identical under single
numbering

30 IS/ISO/TS
22330:2018

ISO/TS 22330:2018
 ISO/TS 22330:2018

Security and resilience Business
continuity management systems
Guidelines for people aspects of

business continuity

- Identical under single
numbering

31 IS/ISO/TS
22331:2018

ISO/TS 22331:2018
 ISO/TS 22331:2018

Security and resilience Business
continuity management systems

Guidelines for business continuity
strategy

- Identical under single
numbering

32 IS/ISO/TS
22332:2021

ISO 22332: 2021
 ISO 22332: 2021

 Security and resilience ï¿½
Business Continuity Management

Systems ï¿½ Guidelines for
developing business continuity

plans and procedures

- Identical under single
numbering

33 IS/ISO 22341:2021
ISO 22341: 2021
 ISO 22341: 2021

Security and Resilience Protective
security Guidelines for crime

prevention through environment
design

- Identical under single
numbering

34 IS/ISO/TR
22370:2020

ISO/TR 22370:2020
 ISO/TR 22370:2020

Security and resilience Urban
resilience Framework and

principles

December, 2024 - Identical under single
numbering

35 IS/ISO 22379:2022
ISO 22379: 2022
 ISO 22379: 2022

Security and resilience - Guidelines
for hosting and organizing citywide

or regional events

- Identical under single
numbering

36 IS/ISO 22383:2020
ISO 22383: 2020
 ISO 22383: 2020

Security and resilience
Authenticity integrity and trust for
products and documents Guidelines
for the selection and performance

evaluation of authentication
solutions for material goods

- Identical under single
numbering

37 IS/ISO 22384:2020
ISO 22384: 2020
 ISO 22384: 2020

Security and resilience
Authenticity integrity and trust for
products and documents Guidelines

- Identical under single
numbering
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to establish and monitor a
protection plan and its

implementation
38 IS/ISO 22392:2020

ISO 22392: 2020
 ISO 22392: 2020

Security and resilience Community
resilience Guidelines for
conducting peer reviews

- Identical under single
numbering

39 IS/ISO/TS
22393:2021

ISO/TS 22393: 2021
 ISO/TS 22393:

2021

Security and Resilience ï¿½
Community Resilience ï¿½

Guidelines for planning recovery
and renewal

- Identical under single
numbering

40 IS/ISO 22395:2018
ISO 22395 : 2018
 ISO 22395:2018

Security and Resilience â€”
Community Resilience â€”
Guidelines for Supporting
Vulnerable Persons in an

Emergency

August, 2025 - Identical under single
numbering

41 IS/ISO 22396:2020
ISO 22396: 2020
 ISO 22396: 2020

Security and resilience Community
resilience Guidelines for

information exchange between
organizations

- Identical under single
numbering

42 IS/ISO 22398:2013
ISO 22398: 2013
 ISO 22398: 2013

Societal Security Guidelines for
exercises

March, 2024 - Identical under single
numbering

43 IS/ISO 28000:2022
ISO 28000: 2022

 ISO 28000

Security and Resilience Security
management system Requirements

1 Identical under single
numbering

44 IS/ISO 28001:2007
ISO 28001 : 2007
 ISO 28001:2007

Security Management Systems for
the Supply Chain â€” Best

Practices for Implementing Supply
Chain Security, Assessments and

Plans â€” Requirements and
Guidance

September, 2024 - Identical under single
numbering

45 IS/ISO 28002:2011
ISO 28002 : 2011

Decision taken to
Reaffirm and

Archive ISO 28002:
2011

Security Management Systems for
the Supply Chain â€”

Development of Resilience in the
Supply Chain â€” Requirements

with Guidance for Use

September, 2024 - Identical under single
numbering

46 IS/ISO 28003:2007
ISO 28003 : 2007
 ISO 28003:2007

Security Management Systems for
the Supply Chain â€”

Requirements for Bodies Providing
Audit and Certification of Supply

Chain Security Management
Systems

September, 2024 - Identical under single
numbering

47 IS/ISO
28004-1:2007

ISO 28004-1 : 2007
 ISO 28004- 1: 2007

Security Management Systems for
the Supply Chain Guidelines for

the Implementation of ISO 28000
Part 1 General Principles

August, 2020 - Identical under single
numbering

48 IS/ISO
28004-4:2014

ISO 28004-4 : 2014
 ISO 28004-4:2014

Security Management Systems for
the Supply Chain â€” Guidelines

for the implementation of ISO
28000 Part 4 Additional Specific
Guidance on Implementing ISO
28000 if Compliance with ISO

28001 is a Management Objective

September, 2024 - Identical under single
numbering

49 IS/ISO
28004-3:2014

ISO 28004-3 : 2007

Security Management Systems for
the Supply Chain â€” Guidelines

for the Implementation of ISO

September, 2024 - Identical under single
numbering
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 ISO 28004-3:2014 28000 Part 3 Additional Specific
Guidance for Adopting ISO 28000

for Use by Medium and Small
Businesses other than Marine

Ports
50 IS/IWA 31:2020

IWA 31
 IWA 31

Risk management Guidelines on
using ISO 31000 in management

systems

December, 2024 - Identical under single
numbering

51 IS/ISO 31000:2018
ISO 31000: 2018
 ISO 31000:2018

Risk management - Guidelines
(First Revision)

September, 2023 - Identical under single
numbering

52 IS/ISO/TR
31004:2013

ISO/TR 31004 :
2013

Decision taken to
Reaffirm and

Archive ISO/TR
31004 : 2013

Risk management - Guidance for
the implementation of ISO 31000

September, 2024 - Identical under single
numbering

53 IS/ISO 31022:2020
ISO 31022:2020
 ISO 31022:2020

Risk management Guidelines for
the management of legal risk

December, 2024 - Identical under single
numbering

54 IS/ISO 31030:2021
ISO 31030:2021
 ISO 31030:2021

Travel risk management Guidance
for organizations

- Identical under single
numbering

55 IS/ISO 31073:2022
ISO 31073: 2022
 ISO 31073: 2022

Risk Management Vocabulary - Identical under single
numbering

Standards under Development

  Projects Approved

SI. No. Doc No. Title
No Records Found

  Preliminary Draft Standards

SI. No. Doc No. Title
No Records Found

  Drafts Standards in WC Stage

SI. No. Doc No. Title
1 MSD 17 (27932)   Digital Resilience

  Draft Standards Completed WC Stage

SI. No. Doc No. Title
No Records Found

  Finalized Draft Indian Standard

SI. No. Doc No. Title
No Records Found
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  Finalized Draft Indian Standards under Print

SI. No. Doc No. Title
1 MSD 17 (16411)   Risk management Guidelines for the management of legal risk 
2 MSD 17 (16412)   Risk management Guidelines on using ISO 31000 in management systems
3 MSD 17 (17311) Revision

of: IS/ISO 22313:2012
  Security and resilience Business continuity management systems Guidance on the use of ISO
22301

4 MSD 17 (17312)   Societal security Business continuity management systems Guidelines for business impact analysis
BIA

5 MSD 17 (17313)   Societal security Business continuity management systems Guidelines for supply chain continuity
6 MSD 17 (17314)   Security and resilience Business continuity management systems Guidelines for people aspects of

business continuity
7 MSD 17 (17315)   Security and resilience Business continuity management systems Guidelines for business continuity

strategy
8 MSD 17 (17316)   Security and resilience Urban resilience Framework and principles
9 MSD 17 (17914)   Security and Resilience - Vocabulary
10 MSD 17 (18785)   Security and Resilience Community resilience Guidelines for planning the involvement of

spontaneous volunteers
11 MSD 17 (18786)   Societal Security Emergency Management Guidelines for public warning
12 MSD 17 (18788)    Security and resilience Business Continuity Management Systems Guidelines for developing

business continuity plans and procedures
13 MSD 17 (18789)   Security and Resilience Community Resilience Guidelines for planning recovery and renewal
14 MSD 17 (19285) Revision

of: IS/ISO/TS 22317:2015
  Security and Resilience Business continuity management systems Guidelines for business impact
analysis First Revision

15 MSD 17 (19287) Revision
of: IS/ISO/TS 22318:2015

  Security and resilience - Business continuity management systems - Guidelines for supply chain
continuity management First Revision

16 MSD 17 (19497)   Risk Management Vocabulary
17 MSD 17 (19873)   Societal Security Mass Evacuation Guidelines for planning
18 MSD 17 (19875)   Security and Resilience Emergency management Part 1 General guidelines for the implementation

of community based disaster early warning system
19 MSD 17 (19876)   Security and Resilience Emergency management Guidelines for the use of social media in

emergencies 
20 MSD 17 (19879)   Security and Resilience Protective security Guidelines for crime prevention through environment

design 
21 MSD 17 (19880)   Societal Security Guidelines for exercises
22 MSD 17 (19881) Revision

of: IS/ISO 28000:2007
  Security and Resilience Security management system Requirements

23 MSD 17 (20695)   Travel risk management Guidance for organizations
24 MSD 17 (21914)   Security and resilience Emergency management Guidelines for implementation of a community-

based landslide early warning system
25 MSD 17 (21915)   Security and resilience Authenticity integrity and trust for products and documents Guidelines for

the selection and performance evaluation of authentication solutions for material goods
26 MSD 17 (21916)   Security and resilience Authenticity integrity and trust for products and documents Guidelines to

establish and monitor a protection plan and its implementation
27 MSD 17 (21917)   Security and resilience Community resilience Guidelines for conducting peer reviews
28 MSD 17 (21918)   Security and resilience Community resilience Guidelines for information exchange between

organizations
29 MSD 17 (21919)   Security and resilience - Guidelines for hosting and organizing citywide or regional events
30 MSD 17 (25005)   Societal security Emergency management Message structure for exchange of information
31 MSD 17 (25006)   Security and resilience Crisis management Guidelines
32 MSD 17 (25632)   Security and Resilience Guidelines for Hardened Protective Shelters
33 MSD 17 (26201)   Management system for private security operations Requirements with guidance for use

AMENDMENT 1 Climate action changes
34 MSD 17 (26202)   Security and Resilience - Business Continuity Management Systems - Requirements Amendment -

1 Climate action Changes
35 MSD 17 (26203)   Security and Resilience - Security management systems - Requirements - Amendment - 1 Climate

action changes
36 MSD 17 (26215)   Security and Resilience Emergency Management Guidelines for Colour Coded Alert
37 MSD 17 (26216)   Security and Resilience Emergency Management Guidelines for Capability Assessment
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38 MSD 17 (26218)   Security and Resilience Emergency Management Guidelines for Monitoring Facilities with
Identified Hazards

39 MSD 17 (26219)   Managing Risk for Youth and School Trips
40 MSD 17 (26220)   Security and Resilience Organizational Resilience Guidelines for Resilience Policy and Strategy
41 MSD 17 (26221)   Security and Resilience Protective Security Guidelines for an Enterprise Protective Security

Architecture and Framework
42 MSD 17 (28346)   Security and Resilience Guidelines for Complexity Assessment Process
43 MSD 17 (28347)   Security and Resilience Authenticity Integrity and Trust for Products and Documents Guidelines

for Interoperable Object Identification and Related Authentication Systems to Deter Counterfeiting
and Illicit Trade

44 MSD 17 (28348)   Security and Resilience Authenticity Integrity and Trust for Products and Documents General
Principles for Product Fraud Risk and Countermeasures

45 MSD 17 (28349)   Security and Resilience Authenticity Integrity and Trust for Products and Documents Guidelines
for the Content Security Issuance and Examination of Excise Tax Stamps

46 MSD 17 (28350)   Security and Resilience Authenticity Integrity and Trust for Products and Documents Validation
Procedures for the Application of Artefact Metrics

47 MSD 17 (33559)   Security and Resilience - Vocabulary First Revision 
48 MSD 17 (33565)   Security and resilience Community resilience Guidelines for planning recovery and renewal First

Revision 
49 MSD 17 (33572)   Security and Resilience Organizational resilience Principles and attributes First Revision 
50 MSD 17 (33683)   Security and resilience Authenticity integrity and trust for products and documents Framework for

establishing trustworthy supply and value chains
51 MSD 17 (33684)   Security and resilience Authenticity integrity and trust for products and documents Specification

and usage of visible digital seal VDS data format for authentication verification and acquisition of
data carried by a document or object

52 MSD 17 (33685)   Security and resilience Authenticity integrity and trust for products and documents Guidelines for
establishing interoperability among object identification systems to deter counterfeiting and illicit
trade

53 MSD 17 (33686)   Security and resilience Community resilience Principles framework and guidelines on urban
resilience

54 MSD 17 (33687)   Security and resilience Community resilience Guidelines for infrastructure resilience
55 MSD 17 (33688)   Security and resilience Crisis management Concepts principles and framework
56 MSD 17 (33689)   Societal security Guidelines for establishing partnering arrangements
57 MSD 17 (33690)   Security and resilience Authenticity integrity and trust for products and documents Guidelines for

securing physical documents
58 MSD 17 (33691)   Security and resilience Authenticity integrity and trust for products and documents Guidelines to

establish a framework for trust and interoperability

Total Published Standards:55  Total Standards Under development:59

  Aspect Wise Report
 Product : 0

 Code of Practices : 0
 Methods of Test : 0

 Terminology : 1
 Dimensions : 0

 System Standard : 13
 Safety Standard : 5

 Others : 30
 Service Specification : 0
 Process Specification : 0

 Unclassified : 6

  Annexure-I :List of Indian Standards Withdrawn/Superseded

SI. No. IS No. & Year Title
1 IS/ISO GUIDE

GUIDE:2009
  Risk Management Vocabulary
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ISO Guide 73 : 2009
 ISO Guide 73 : 2009

  Annexure-II :List of Indian Product Standards

SI. No. IS No. & Year Title
No Records Found
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