DRAFT INDIAN STANDARD IN WIDE CIRCULATION

Reference : LITD/17/28863 Date : 01 October 2025

TECHNICAL COMMITTEE : Information Systems Security And Privacy, LITD 17

To,
All concerned

Dear Madam/Sir,

The following document has been prepared by the Information Systems Security And Privacy Sectional
Committee, LITD 17. Please click here to view the document.

Document Number : LITD 17 (28863) WC

Title of the document : Information security cybersecurity and privacy protection General principles
requirements and guidance for security evaluation of biometric systems First Revision

Document Type : Revision of Indian Standard (IS/ISO/IEC 19792 : 2009)

This document has following salient features which may require specific attention for your valuable comments:

1) This document defines various areas that are important to consider during a security evaluation of a biometric
system. These areas are represented by the following clauses: — Clause 5 explains the outline of security evaluation of
biometric systems; — Clause 6 overviews the threats and vulnerabilities to biometric systems that should be considered
for the evaluation; — Clause 7 describes the evaluation of biometric specific vulnerabilities related to recognition
performance; — Clause 8 deals with the evaluation of biometric specific vulnerabilities related to presentation attack
detection; — Clause 9 overviews the evaluation of privacy. This document is relevant to both evaluator and developer
communities. It shows how a security evaluation of a biometric system is performed. It serves to inform developers of
the requirements for biometric security evaluations to help them prepare for security evaluations.

Please examine the document and share your comments regarding further improvement in the document.
Last date for sharing the comments is : 30 November 2025

The comments should be shared in the prescribed template through this portal only; and the comments so received
shall be taken up by the Sectional Committee for necessary action. For any other query, please write an email at
litd@bis.gov.in to the undersigned at Bureau of Indian Standard, Manak Bhawan, 9, Bahadur Shah Zafar Marg, New
Delhi.

In case no comments are received, we would presume your approval of the documents. However, in case we receive
any comments on the document, the same shall be put up to the Sectional Committee for necessary action.

Thanking You,

Yours faithfully,

(JITENDER KUMAR)

Head (Electronics and Information Technology Department)
Email: litd @bis.gov.in
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